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ABSTRACT

The amount and scope of biological research being conducted are increasing. 
These increases, and the greater diversity in who is conducting research, bring many 
opportunities to improve health. Research carries risks, however, making it vital 
to establish measures to mitigate those risks. Laboratory accidents and intentional 
misuse of research have occurred in the past, but few data exist to quantify the 
frequency and impact of such events. Improving monitoring and expanding the 
evidence base are key priorities for addressing biosafety and biosecurity risks. 
Current expert opinion suggests the importance of implementing laboratory 
standards and investing in workforce development and research governance.

INTRODUCTION

With increasing research funding, laboratory space, research institutions, and higher 
education access, biosciences research is being conducted at an unprecedented scale, 
leading to great advances in fields such as medicine, agriculture, and veterinary 
sciences. The increasing volume of biomedical research, and greater diversity in who 
is conducting it, will likely create many opportunities to improve health. Research 
also carries risks, particularly of sparking outbreaks of disease, including of diseases 
with pandemic potential, which makes it vital to establish measures to mitigate those 
risks. Because the risks are not limited to the biomedical laboratory setting, biosafety 
and biosecurity measures must also encompass life sciences research conducted in 
the field, and in agricultural or animal health laboratories.
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This chapter examines the role of biosafety and biosecurity in pandemic prevention, 
preparedness, and response. It uses the term “biosafety” to refer to efforts to reduce 
the risk of accidental exposure to biological organisms and “biosecurity” to refer to 
efforts to reduce the misuse of biological organisms. The chapter reviews the risks 
from inadequate biosafety and biosecurity measures, relevant global and regional 
governance initiatives, and options for improving biosafety and biosecurity.

HEALTH RISKS FROM INADEQUATE BIOSAFETY AND BIOSECURITY

Quantifying the risk of biosafety and biosecurity failures is difficult, partly because 
the true historical rate of relevant incidents is unknown and partly because it is 
unclear how the rate and type of incidents may change in the future. The historical 
record suggests that these risks were relatively minor compared to other threats to 
health security during the twentieth century, but advancing technology could make 
them major ones in the twenty-first century. 

History of Biosafety and Biosecurity Incidents

The global incidence of biosafety and biosecurity failures remains opaque, with the 
evidence base amounting to an incomplete and sometimes disputed case series. The 
outcomes of a failure of laboratory containment can range from zero (or subclinical) 
infections to a major outbreak. The former may go unnoticed, but attributing the 
latter is difficult: it is easy to make false accusations, and responsible parties have 
strong incentives to conceal their involvement. Surviving evidence is therefore 
biased to cases of intermediate severity, to countries with relatively stronger norms 
of openness and transparency, and to pathogens for which there would not be a 
credible competing hypothesis of natural infection. 

Laboratory-acquired infections (LAIs) are sporadically reported in academic and 
gray literature as well as the media. Few attempts have been made to compile these 
events, and those attempts have had varying inclusion criteria (Manheim and Lewis 
2022; Wurtz et al. 2016). Certainly, the observed record dramatically undercounts 
the true event rate.

The greatest public health threat arises from the potential for LAIs to seed an 
outbreak. That danger increases with the location of most high-containment 
laboratories in major cities with airports, the use of pathogens to which the local 
population is immunologically naive, and some research aiming to modify “wild-type” 
behavior. Despite some clearly established cases of lab origin outbreaks, in other cases 
origins are fiercely contested. The most prominent and controversial outbreak with 
contested origins, the COVID-19 (coronavirus) pandemic, highlights the importance 
of timely and unimpeded investigation to determine an outbreak’s source (Gostin and 
Gronvall 2023). A 2024 study found that most experts believe that COVID-19 likely 
had a natural zoonotic origin, but roughly 20 percent put a greater than 50 percent 
probability on some other origin (Ackerman et al. 2024). Another outbreak with 
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contested origins, the 1977 influenza pandemic, involved a strain that circulated in the 
1950s. Leading hypotheses are that the outbreak resulted from a laboratory accident or 
a vaccine trial escape (Rozo and Gronvall, 2015). Table 4.1 presents some events that 
are generally agreed to have been caused by biosafety breaches. 

In terms of biological attacks rather than accidents, the data are scarcer still. 
Although many states pursued biological weapons over the twentieth century, 
they seldom used those weapons in conflict. The most notorious case was 
Japanese biological weapon attacks in China during World War II, which killed 
(at least) tens of thousands (Frischknecht 2003). The other cases involved small-
scale use—often with limited effect—predominantly in the context of irregular 
warfare (Carus 2017). 

Pursuit of biological weapons by nonstate actors is rare, and attacks still rarer. 
Aum Shinrikyo attempted biological attacks with anthrax and botulinum toxin, 
but the attacks were ineffective (Monterey Institute of International Studies 
2001). The 2001 US anthrax attacks, which killed five, were likely caused by an 
individual employed at a biodefense laboratory misappropriating anthrax samples 
from it (US Department of Justice 2010). The Rajneeshee cult caused 751 cases of 
salmonellosis in an attempt to sway a local election (Török et al. 1997). Outside 
of those events, biological weapon activity by nonstate actors primarily comprises 
abortive attempts at development—most notably by Al Qaeda before the invasion 
of Afghanistan (Salama and Hansell 2005)—and smaller-scale attempts to use 
biological toxins (Carus 2001). Table 4A.1 in the annex provides more detail on 
biowarfare and bioterrorism incidents.

Table 4.1  Examples of Biosafety Events

Year Event Description

1967 Marburg virus outbreak Marburg virus was discovered after synchronous outbreaks in Freiberg and Marburg, Germany, and Belgrade, 
Serbia, with 32 confirmed cases and 7 deaths. The outbreaks arose from a contaminated monkey shipment 
that resulted in the infection of laboratory workers (Brauburger et al. 2012).

1978 UK smallpox outbreak Janet Parker, the last recorded smallpox death, was infected by smallpox virus at Birmingham Medical School, 
where she worked. How she became infected is uncertain (Shooter et al. 1980).

1979 Sverdlovsk anthrax 
leak

At least 68 deaths resulted from anthrax released from a Soviet military research facility. The cause of the 
accident was a fault in air handling of a spray-dryer exhaust (Meselson et al. 1994). 

2004 SARS outbreak The last 9 cases of SARS occurred because of an outbreak originating from research on the virus conducted by 
a researcher and postgraduate student (Walgate 2004).

2007 UK foot and mouth 
outbreak

A faulty effluent pipe at a BSL4 facility led to environmental contamination and a subsequent epidemic of foot 
and mouth virus. The economic cost of the outbreak was estimated at £47 million (HSE, n.d.). 

2022 Netherlands poliovirus 
outbreak

Wastewater surveillance detected shedding of WPV3. The source was later found to be an asymptomatic 
laboratory worker (Duizer et al. 2023).

Source: Original table based on the sources cited.

Note: BSL4 = biosafety level 4; SARS = severe acute respiratory syndrome; WPV3 = wild poliovirus type 3.
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Evolving Biosafety and Biosecurity Risks

Advances in science and biotechnology, a potential lack of adequate biosafety, 
and the growing number of labs handling dangerous pathogens all contribute to 
increased frequencies of high-risk events.

Increasing Prevalence of Biomedical Research
As of 2022, the world has about 69 maximum-containment laboratories (also 
referred to as biosafety level 4, or BSL4, labs) either in operation or under 
construction (King’s College London and Schar School of Policy and Government 
2023)—refer to map 4.1. This number reflects an increase from only a few known 
maximum-containment labs in the 1980s. BSL4 labs are designed to house work 
with pathogens that cause life-threatening disease and for which limited or no 
treatment or vaccines exist.

The number of these high-containment laboratories designed for lower-risk work 
(such as BSL3 and BSL3+ labs) has also increased in recent years, with at least 460 
current laboratories (Schuerger, Abdulla, and Puglisi 2022). Some of this growth 
has occurred in low- and middle-income countries, which housed 12 maximum-
biocontainment laboratories as of 2022. Most biomedical research labs, however, are 
either BSL1 or BSL2 labs that may conduct research on pathogens deemed low-risk, 
such as E. coli bacteria. Those labs have lower biosafety standards and relatively high 
accessibility, which may also give nefarious actors greater access to dangerous or 
modified pathogens.

Map 4.1  Countries with BSL4 Laboratories

Country with BSL4 lab
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Source: King’s College London and Schar School of Policy and Government 2023.

Note: BSL4 = biosafety level 4.
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Increasing Capabilities in Biological Research
Biotechnologies such as the use of CRISPR-Cas9 for genetic modification and de 
novo DNA synthesis have already brought health benefits. They have contributed 
to the development of novel diagnostics and treatments (Frangoul et al. 2021; 
Myhrvold et al. 2018), and greatly sped up vaccine research, contributing to the 
relatively rapid development of the COVID-19 vaccine (Dolgin 2020). They can 
also, however, be used to synthesize dangerous pathogens (Cello, Paul, and Wimmer 
2002; Noyce, Lederman, and Evans 2018; Tumpey et al. 2005), make pathogens 
more deadly or transmissible, and synthesize modified pathogens from nucleotide 
building blocks (Xie et al. 2021).

Increasing capabilities in artificial intelligence in the biosciences may also present 
risks to biosecurity (Sandbrink 2023). The ability to predict the folding of different 
proteins, for example, may enable novel drug discovery but can also facilitate the 
design of modified biological agents that can avoid detection and be more toxic or 
virulent (Boiko, MacKnight, and Gomes 2023; Ekins et al. 2023; Urbina et al. 2022). 
The makers of large language models such as ChatGPT have also voiced concern 
that more powerful language models could provide dangerous help to those wishing 
to use biology research techniques to cause harm (Amodei 2023; OpenAI 2023).

As synthetic biology continues to evolve, it is also becoming significantly cheaper 
and more accessible, allowing countries with lower research and development 
funding to elevate their capabilities for positive gains in research and development. 
De novo DNA synthesis, for example, can now potentially cost less than US$100 
for the synthesis of most RNA viral genomes or fragments, and costs will probably 
continue to decline (Kosuri and Church 2014; Song et al. 2021). In addition, 
standardized protocols or methods to use technologies for pathogen assembly are 
increasingly accessible to technically proficient actors (Lee 2014; Maroun et al. 2017; 
Thi Nhu Thao et al. 2020). Although the need for fundamental tacit knowledge 
from performing biological research may still represent an important barrier to such 
experimentation (Ben Ouagrham-Gormley 2014), increasing capabilities and access 
have made deliberate or accidental misuse of these technologies likelier.

Attempts at Risk Assessment

Assessing the likelihood and impact of future breaches of biosafety or biosecurity 
is difficult. The available evidence is typically uncertain, data are almost surely 
missing, and it is unclear how future developments will influence risk. The 
assessments surveyed in this section vary markedly. All should be considered 
extremely tentative.

One approach to quantifying risk is developing a crude event rate by tracking 
known events over a given time interval. Different researchers using this approach 
have suggested a historical rate of 0.68, or one bioterrorist event per year, 0.21 event 
of state biowarfare use, and 1.73 events of accidental or deliberate exposure to a 
pathogenic agent (Gryphon Scientific 2015; Manheim and Lewis 2022; Millet and 
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Snyder-Beattie 2017).1 Challenges to that approach range from underreporting to 
difficulties defining ambiguous events as cases of misuse: Should a letter containing 
razor blades contaminated with (supposedly) infected blood be considered an attack 
or a threat? Results also depend on how events are individuated—for example, 
whether a single source’s multiple releases on the same day counts as one event or 
many. Finally, the typical LAI does not result in a large epidemic, and the typical 
bioterrorist attack kills no one. The overwhelming public health concern attaches 
to atypical events that threaten mass casualties, making assessment sensitive to the 
hard-to-determine question of how atypical such events are.

An alternative approach is judgmental forecasting—that is, asking people to 
provide their best guess, all things considered, of the likelihood of events of a given 
magnitude. This approach substitutes concerns about the interpretation of scarce 
data with concerns about the reliability and representativeness of the forecasts. The 
accuracy of long-run forecasts of the rate of rare (or unprecedented) events is largely 
unproven, and forecaster selection may involve biases.

The most comprehensive effort thus far is the Existential Risk Persuasion 
Tournament, which elicited forecasts from domain experts for a variety of risks. 
The experts included both biosecurity experts and “superforecasters,” individuals 
selected for their strong performance in making geopolitical forecasts (Karger et al. 
2023). The superforecasters predicted a 1 percent chance of a catastrophe2 due to 
engineered pathogens before 2100, whereas the biosecurity experts predicted a 
3 percent chance (Karger et al. 2023). Forecasters primarily arrived at their estimates 
by identifying the rate of comparable events in the past and adjusting up or down on 
the basis of factors such as the representativeness and accuracy of data, and expected 
societal and technological changes.

CURRENT STATE OF GLOBAL BIOSAFETY AND BIOSECURITY

In recognition of the serious threat that inadequate biosafety and biosecurity 
pose to countries’ health, well-being, and economic stability, several global policy 
instruments aim to improve global capacity for strengthening biosafety and 
biosecurity. Notable examples include the 2005 International Health Regulations 
(IHR)—an international agreement administered by the World Health Organization 
(WHO) to monitor, report on, and respond to any events that could pose a 
threat to international public health (WHO 2016)—and the Biological and Toxin 
Weapons Convention, which prohibits the development, production, acquisition, 
transfer, stockpiling, and use of biological and toxin weapons.3 In addition, various 
multilateral initiatives and global bodies are working to further the management 
of global biosafety and biosecurity risks. They include the Global Health Security 
Agenda, the Global Preparedness Monitoring Board, and the International 
Federation of Biosafety Associations, to name just a few. Refer to boxes 4A.1 and 
4A.2 in the annex for more detail on these and other initiatives.
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Global Biosafety and Biosecurity Performance

The IHR require all WHO State Parties to develop core public health capacities 
to detect and respond to health threats. The Joint External Evaluation (JEE) tool, 
developed in 2016 as a mechanism for assessing the IHR capacities, has since been 
updated twice, most recently in 2022. A voluntary, collaborative process between 
countries and external experts, the JEE assesses 19 technical capacities, including 
biosafety and biosecurity. It uses two indicators to assess biosafety and biosecurity: 
(1) assessing whether the country has in place a whole-of-government4 biosafety 
and biosecurity system for human, animal, and agriculture health; and (2) assessing 
biosafety and biosecurity training and practices. 

As of August 2023, JEE reports from 108 countries were publicly available, 
14 countries were listed as having completed a JEE but no data were available, and 
a further 8 countries were listed as having a JEE in process. The global average 
score for the biosafety and biosecurity capacity was 43.6 (out of 100), and the global 
average for each of the two indicators was 2.2 (out of 5). Table 4.2 shows scores 
by income group and region, and map 4.2 shows country scores.

Table 4.2  JEE Global Biosecurity and Biosafety Capacities for Countries, by Income Classification 
and Region, 2023

Capacity score 
(max. score = 100) Indicator score (max. score = 5)

Biosafety and 
Biosecurity

Whole-of-government 
biosafety and 

biosecurity system

Biosafety and 
biosecurity training 

and practices

Global average 43.6 2.2 2.2

Income group

Low 31.7 1.6 1.6

Lower-middle 35.6 1.7 1.9

Upper-middle 44.5 2.2 2.2

High 70.0 3.5 3.5

Region

East Asia and Pacific 58.4 3.0 2.8

Europe and Central Asia 53.7 2.5 2.8

Latin America and the Caribbean — — —

Middle East and North Africa 50.0 2.4 2.6

North America 85.0 4.5 4.0

South Asia 33.3 1.7 1.7

Sub-Saharan Africa 31.0 1.6 1.6

Source: Based on IHR score per capacity from the World Health Organization’s “Electronic IHR State Parties Self-Assessment Annual 
Reporting Tool” (accessed January 30, 2024), https://extranet.who.int/e-spar#capacityscore.

Note: IHR = International Health Regulations; JEE = Joint External Evaluation; — = not available.

https://extranet.who.int/e-spar#capacityscore�
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Map 4.2  JEE Biosafety and Biosecurity Capacity Score, by Country, 2023
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Source: Based on IHR score per capacity from the World Health Organization’s “Electronic IHR State Parties Self-Assessment Annual Reporting Tool” (accessed 
January 30, 2024), https://extranet.who.int/e-spar#capacityscore.

Note: IHR = International Health Regulations; JEE = Joint External Evaluation.

A supplement to the JEE is the Global Health Security Index (GHSI), which also 
evaluates countries’ capacities to prevent and respond to biological threats, but relies 
on publicly available data to do so. Compared to the JEE, the GHSI has scores for 
a greater number of countries: 195. Like the JEE, the GHSI assesses biosafety and 
biosecurity capacities, but it uses slightly different indicators. The GHSI also assesses 
a country’s oversight of dual-use research. Table 4.3 shows the GHSI scores for these 
capacities.

These evaluations show that most countries lack at least some important biosafety 
and biosecurity capacities. Although lower-income countries, in particular, lack 
these capacities, higher-income countries do as well, especially when it comes to 
oversight of dual-use research. The lower scores among lower-income countries 
may not reflect inadequate priorities, given that relatively less research currently 
occurs in these settings. As the biological research base of low- and middle-income 
countries expands, however, improving oversight of laboratories and research will 
become increasingly important. 

https://extranet.who.int/e-spar#capacityscore�
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Table 4.3  GHSI Global Biosecurity and Biosafety Capacities for Countries, by Income 
Classification and Region, 2021

Capacity score (max. score = 100)

Biosecurity 
capacity 

Biosafety 
capacity 

Dual-use research and culture 
of responsible science

Global average 18.7 20.9 2.6

Income classification

Low 3.6 0 0

Lower-middle 8.6 5.6 0

Upper-middle 19.2 26.4 3.3

High 34.2 39.4 5.6

Region

East Asia and Pacific 14.0 14.1 2.6

Europe and Central Asia 41.7 48.6 5.1

Latin America and the Caribbean 12.1 19.7 1.0

Middle East and North Africa 8.8 7.5 1.7

North America 88.0 100 50.0

South Asia 11.5 0 0

Sub-Saharan Africa 3.8 2.1 0

Source: Global Health Security Index, 2021, https://ghsindex.org/#l-section--exploreindexsect.

Note: GHSI = Global Health Security Index.

Over half of the 26 countries that host a BSL4 laboratory did not have JEE data 
publicly available from WHO. Of those for which data were available, roughly 
40 percent received a score of 60 or below on the JEE assessment of biosafety and 
biosecurity capacities. On the GHSI, roughly half of the countries with BSL4 labs 
had a score below 40 for biosafety and biosecurity capacities. The GHSI assessed 
only 6 of the 26 countries as having regulations in place for oversight of research 
with especially dangerous pathogens or of other dual-use research.

IMPROVING LABORATORY BIOSAFETY AND BIOSECURITY

Given that few events are recognized and promptly investigated, there is scant 
evidence to inform where existing biosafety and biosecurity practice falls short and 
how it could be improved. The cases that are thoroughly investigated are presumably 
prone to considerable selection bias, so their findings may not fully represent the 
true pattern of risk. Thus, guidance and recommendations tend to rely on expert 
opinion or analogy to other safety-critical fields, such as aviation and nuclear power 
(Dettmann et al. 2022; King’s College London and Schar School of Policy and 
Government 2023; Palmer, Fukuyama, and Relman 2015). 

https://ghsindex.org/#l-section--exploreindexsect�
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This section discusses suggestions for ways to improve laboratory biosafety and 
biosecurity, acknowledging, however, the absence of data on the relative effectiveness 
and cost-effectiveness of these methods. Filling this evidence gap would help 
countries prioritize actions to reduce risk, although the details of local settings also 
matter to an intervention’s effectiveness. Importantly, these suggestions apply to 
laboratories at all biosafety levels, not just BSL3 and BSL4 laboratories. They also 
apply to animal health and agricultural laboratories, in addition to laboratories 
focused on human health and basic biology research.

Improving Monitoring and Expanding the Biorisk Management Evidence Base

The highest priority is gaining better evidence on the quantity and quality of risks, 
and on the effectiveness of strategies to reduce them. We currently know too little 
about how frequently laboratory biosafety and biosecurity breaches occur, their 
impacts, and contributing causal factors. Without this information, it is difficult 
to make recommendations for how to invest resources to reduce biosafety and 
biosecurity risks, and how to weigh these investments against others aiming to 
protect health (Dettmann et al. 2022; Health Security Threats Subcommittee 
on Laboratory Biosafety and Biosecurity 2022; Kimman, Smit, and Klein 2008; 
King’s College London and Schar School of Policy and Government 2023; Palmer, 
Fukuyama, and Relman 2015). 

The best opportunity lies in more rigorous monitoring to detect incidents and near 
misses, with greater transparency in reporting. Ideally, national governments would 
require mandatory reporting of significant biosafety and biosecurity breaches, 
and investigate to identify causal factors in the incident. Data on incidents and 
near misses, and the results of any investigations, would ideally be made publicly 
available to improve public trust and facilitate research. Public availability of this 
information may also help the spread of good practice between labs, and a richer 
data set may reveal rarer faults or milder shortcomings that an individual lab 
could not detect alone. In the absence of national systems for reporting, high-
containment laboratories should provide public records of all incidents experienced, 
but currently only some do (Manheim 2021). Standardized reporting would allow 
comparison and would facilitate research. Potential disincentives to reporting should 
be addressed (Manheim 2021). In particular, it is important to ensure that concern 
about losing employment or funding doesn’t prevent incident reporting, and that 
reporting systems are simple and easy to use.

Emerging technologies could aid laboratory biosafety and biosecurity, and 
pioneering them in this context may aid their development for other public health 
applications. The wild poliovirus type 3 case in the Netherlands offers a success 
story for environmental biosurveillance focused on laboratory facilities: wastewater 
detection discovered an asymptomatic member of staff shedding infectious 
poliovirus (Duizer et al. 2023). Other opportunities on this frontier include staff 
serosurveillance, metagenomic environmental biodetection, and telemetry. Besides 
their potential in detecting breaches that could otherwise go unnoticed, such 
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approaches can shape incentives to encourage individuals or labs to promptly report 
accidents they are aware of, because the accident will likely be detected regardless. 

Developing and Implementing Standards and Building Laboratory Oversight

A key intervention for improving biosafety and biosecurity is to ensure that 
laboratories handling harmful pathogens operate according to existing safety 
standards. Although no international body has standardized principles for biosafety 
or biosecurity, or monitors compliance with these standards, several documents 
offer useful guidance. 

The International Organization for Standardization (ISO) has developed the ISO 
35001 standard, a voluntary standard-setting biorisk management system for 
laboratories and other related organizations, which provides recommendations for 
laboratory leadership, planning, support, operation, performance evaluation, and 
improvement (ISO 2020).

Although they do not provide standards, WHO’s Laboratory Biosafety Manual and 
Laboratory Biosecurity Guidance both provide broad guidance on best practices 
in biosafety and biosecurity for use in all settings (WHO 2020, 2024). They 
offer guidance for conducting biosafety and biosecurity risk assessments, and 
implementing core features and higher-risk measures for laboratory biosafety, 
biosafety program management, and laboratory biosecurity measures. WHO has 
also produced several subject-specific monographs that provide more detail on 
implementation of biosafety measures (WHO 2020). This guidance should be used 
to develop laboratory-specific standard operating procedures and best practices.

A national laboratory oversight system that involves registration of high-
containment labs would allow for the communication and enforcement of standards, 
and for monitoring LAIs and other laboratory incidents. Several groups have 
suggested national laboratory governance measures as an important step in reducing 
biorisk (Dettmann et al. 2022; King’s College London and Schar School of Policy 
and Government 2023; Palmer, Fukuyama, and Relman 2015).

Building the Biorisk Workforce and Developing a Culture of Safety

Biosafety incident reports are consonant with the hard-won lessons in other safety-
critical fields. Major incidents emerge from a chain of milder faults, which in turn 
arise from the erosion of good practice and the normalization of deviation from 
standards (Wurtz et al. 2016). This pattern suggests the likely value of ensuring that 
laboratory workers are adequately trained or retrained in good practice.

A 2008 study found that only 3 out of 57 universities (across 29 countries) offered 
a module focused specifically on biosecurity for students of life sciences (Mancini 
and Revill 2008). Surveys have found gaps in the knowledge of students working in 
laboratories (Abu-Siniyeh and Al-Shehri 2021; Liu et al. 2021). Providing biosafety 



116	 Investing in Pandemic Prevention, Preparedness, and Response  |  Siddhanth Sharma et al.

and biosecurity education as part of life sciences studies would be a useful step 
in reducing risk. Standardized continuing professional development training can 
refresh knowledge and convey updated understanding of best practice (Dettmann 
et al. 2022). Because of the risk-management approach of many laboratory safety 
guidelines (including the WHO laboratory safety manual and ISO standard), biorisk 
management has been identified as a key training area. Training should ideally 
be a component of standards and accreditation processes, and should incorporate 
guidelines for conduct of the life sciences, including WHO’s Global Guidance 
Framework for Responsible Use of the Life Sciences (WHO 2022) and the “Tianjin 
Biosecurity Guidelines for Codes of Conduct for Scientists” (Wang, Song, and 
Zhang 2021).

IMPROVING GOVERNANCE OF RESEARCH AND TECHNOLOGY

Another important aspect of biosafety and biosecurity is the choice of what 
research to conduct and what technology to develop. The term “dual-use” describes 
research and technology that can bring benefit or cause harm. A subset of dual-
use research, described as “dual-use research of concern” or DURC, poses serious 
risks of harm. WHO describes DURC as “research that is conducted for peaceful 
and beneficial purposes, but could easily be misapplied to do harm with no, or only 
minor, modification.” (WHO 2022, p. xx).

In an example of DURC, research aimed to generate a version of the H5N1 
influenza virus that would transmit between mammals (Resnik 2013). This flu virus 
causes severe disease with significant mortality in humans, but there has not been a 
known case of human-to-human transmission. The scientists conducting this work 
aimed to inform the development of countermeasures and public health strategies 
(Kawaoka 2012), but concerns arose that this research, if successful, could cause 
harm either through accidental or deliberate misuse (Lipsitch and Inglesby 2014).

It may not always be the case that DURC should not occur. Having a system 
to govern such research, however, is important. This section describes some 
approaches to dual-use research governance and outlines some challenges for 
governance of biotechnologies with dual-use potential.

Research Governance

WHO’s Global Guidance Framework for Responsible Conduct of the Life Sciences 
outlines principles for the governance of biological research (WHO 2022). It gives 
examples of policies and tools that different stakeholders—including national 
governments, scientists, research funders, and editors of scientific journals—can use. 
These governance measures span the life cycle of research, from idea generation to 
funding, conduct, and results reporting.

Although many countries have policies that influence the conduct of some dual-
use research (such as export control and biosafety regulations), few countries 
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have regulations specifically for governing DURC (Lev 2019). The United States 
is an exception: its May 2024 United States Government Policy for Oversight of 
Dual Use Research of Concern and Pathogens with Enhanced Pandemic Potential 
requires investigators at any federally funded institution to prepare a risk-benefit 
assessment and mitigation plan for (1) listed experiment types involving specified 
high-risk agents or (2) work reasonably anticipated to create or use a pathogen with 
enhanced pandemic potential (OSTP 2024). When countries are determining how to 
manage dual-use research, it would be important to consider all research, including 
agriculture and animal health research, privately funded research, and research 
conducted outside of the laboratory.

Training aimed at improving scientists’ understanding of, and their approach to 
minimizing risk from, DURC has been suggested as a way to reduce research risks. 
Unfortunately, little evidence exists on the effectiveness of training programs to 
guide the choice of format. However, case studies of DURC education in several 
countries suggest that training should be tailored to fit local environments (Arfin 
Qasmi, Sarwar, and Azheruddin 2021; Minehata et al. 2013; Revill et al. 2012).

Scientific journals also have a role to play in reducing dual-use risks. Journals could 
require that methodology sections of published studies include details of biorisk 
management steps taken (Dettmann et al. 2022). Journal editors could play an 
important part in governing the publication of information that might pose security 
risks, including through choosing not to publish research that has a high risk of 
misuse, or publishing it only in part.

An important challenge for governance of scientific research is balancing the 
reduction of risks with the minimization of barriers to conducting useful scientific 
research (Wurtz, Grobusch, and Raoult 2014). As such, risk assessments should 
carefully consider benefits and risks.

Governance of Biotechnologies

New technologies are expanding the scope of what can be done with biology, and are 
lowering the barriers to conducting biological research by simplifying or conducting 
parts of the research process. For instance, synthetic DNA can be purchased 
online and used to construct viruses, although doing so still requires significant 
technical skill (Noyce, Lederman, and Evans 2018). Automated laboratories are 
becoming more common and promise to automate much of the biological research 
process (Arnold 2022). Artificial intelligence can already assist with many parts 
of the research process, including the design of novel chemicals that pose safety 
and security risks (Boiko, MacKnight and Gomes 2023; Urbina et al. 2022). These 
technologies are largely developed in private industry, so they fall outside the scope 
of research governance, focused as it is on government-funded research.

The synthetic DNA industry has been proactive in considering the potential 
harms from its product. In 2009 the International Gene Synthesis Consortium was 
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established with the goal of encouraging synthetic DNA companies to voluntarily 
screen the orders they receive, including screening of customer identities and the 
specific sequences requested.5 Although this industry-led governance is promising, 
not all companies conduct screening. According to 2021 GHSI data, only two 
countries have regulations in place to require synthetic DNA companies to screen 
orders (NTI and Johns Hopkins Center for Health Security 2021). This absence of 
regulation may result partly from industry concern about global competitiveness 
but may also reflect the complexity of establishing processes to determine when 
screening is adequate. Similarly, there is no governance for automated laboratories 
and artificial intelligence with biosecurity implications. These biotechnology 
industries will expand in the coming years, and many countries will need to 
consider how to regulate them.

BIOSAFETY AND BIOSECURITY IN PANDEMIC PLANNING

The increasing volume of biological research suggests that we should not ignore 
the possibility of epidemics or pandemics that result from it. The optimal response 
to an epidemic from a laboratory source may differ from the optimal response to a 
naturally emerging epidemic. Protocols and tabletop exercises designed to improve 
outbreak response should include pathogen escape scenarios.

Planning for Outbreaks Due to Laboratory-Escaped Pathogens

Reporting laboratory accidents promptly will make it much more likely that a health 
agency can take appropriate measures to prevent an outbreak from spreading. 
As well as standard outbreak response plans, it would be valuable for health 
departments to have access to information on what pathogens are being studied 
in laboratories in their jurisdiction. With that information, they can be alert to the 
possibility of an outbreak due to a LAI that a laboratory might not have noticed or 
recorded.

Planning for Outbreaks Due to Intentionally Released Pathogens

Deliberate misuse of pathogens, such as the intentional release of an engineered 
pathogen, could have catastrophic consequences. Several tabletop exercises 
simulating bioterrorist attacks have explored such scenarios (MacIntyre et al. 2019; 
Yassif, O’Prey, and Isaac 2021).6 Compared to a naturally emerging pathogen, 
an intentionally released pathogen is more likely to be associated with multiple 
locations, altering the approach to controlling the outbreak.

Effective communication with security agencies is important. Researchers and 
laboratory staff should be trained to recognize potential security threats and 
report any suspicious activity to the appropriate authorities.7 Doing so can help 
prevent intentional release of dangerous pathogens, as well as identify potential 
vulnerabilities in laboratory security protocols. In addition, security agencies can 
provide guidance on how to safely handle and transport dangerous pathogens.
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CONCLUSION

The risks of laboratory containment or security breaches are low and uncertain, 
and the risks of high-consequence breaches leading to epidemics or pandemics are 
still lower and more uncertain. Nevertheless, these risks are not low enough to be 
negligible, and the merit of research conducted in high-containment facilities, and 
efforts to improve biosafety and biosecurity, turn on their likelihood and severity.

A key step in improving biosafety and biosecurity would be improving the 
monitoring of LAIs and using the data to evaluate current approaches to biosafety 
and biosecurity. This monitoring would ideally form part of a comprehensive 
biosafety and biosecurity system that incorporates implementation of laboratory 
standards, biosafety and biosecurity training for laboratory staff, systems for the 
governance of DURC and emerging technologies, and inclusion of pathogen escape 
scenarios in pandemic preparedness planning. As the magnitude and scope of 
biological research increase, an important task for national governments and the 
international research community will be to gain a better understanding of the 
magnitude of the risk posed by inadequate biosafety and biosecurity, as well as the 
cost-effectiveness of alternative pathways to reducing that risk.

ANNEX 4A. SUPPLEMENTARY MATERIALS

Table 4A.1  Selected Biological Weapon Incidents

Year Event Description

State bioweapon attacks

1915–18 German biological 
sabotage campaign

Clandestine attacks with anthrax and glanders on livestock in Argentina, Finland, France, and the 
United States (Wheelis 1999).

1939–45 Japanese bioweapons 
attacks

Attacks throughout World War II with plague, anthrax, typhoid, cholera, and others. The deadliest 
incidents occurred with concerted use during the Zhe-Gan campaign, killing tens of thousands 
(Harris 1999).

Approximately 
1975–80

Rhodesian bioweapons 
campaign

Rudimentary chemical and biological weapons campaign by Rhodesian authorities against African 
nationalists. Alleged use of cholera and anthrax were coincident with major outbreaks, but attribution is 
uncertain (Cross 2017).

1981–95 Project Coast Clandestine chemical and biological weapon program conducted by apartheid South Africa from 1981 to 
1995. Most uses were chemical agents for assassination purposes, but use of salmonella and cholera 
has been alleged (Gould and Folb 2002).

Nonstate actor bioweapon attacks

1984 Rajneeshee Salmonella 
attack

751 cases of salmonellosis through restaurant salad bar contamination by members of the Rajneeshee 
religious community, with the goal to incapacitate them from voting in a local election (Török et al. 1997).

1990–95 Aum Shinrikyo attacks Numerous attacks with what Aum Shinrikyo believed to be botulinum toxin and anthrax. Failure to 
acquire the pathogenic strains rendered these attacks ineffectual (Monterey Institute of International 
Studies 2001).

2001 American anthrax 
attacks

5 deaths and 17 injuries due to letters contaminated with anthrax spores (US Department of 
Justice 2010).

Sources: Original table based on the sources cited.
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Table 4A.2  Selected Biosafety and Biosecurity Risk Estimates

Source Estimate Notes

Crude rate calculations

Manheim and Lewis (2022) 1.73 events/year of accidental or purposeful exposure to 
a pathogenic agent

71 events between 1975 and 2016. List developed 
through a search of news stories, books, gray 
literature, and academic journal articles.

Global Terrorism Databasea 0.68 event/year of bioterrorism 34 events between 1970 and 2020. Notably, most 
of the events classed as bioterror events in this 
database did not result in any fatalities or injuries. 

Gryphon Scientific (2015) 0.96 event/year of biocrimes 24 events between 1990 and 2015. Both this list 
and the list of bioterrorist events was collated from 
secondary sources.

1 event/year of bioterrorism 42 events between 1972 and 2014.

Millet and Snyder-Beattie (2017) 0.21 event/year of state biowarfare use 18 events of “use or possible use” between 1915 
and 2000.

Judgmental forecasting

Global Challenges Foundation 
(Pamlin and Armstrong 2015) 

1 in 1 million risk of existential catastrophe from 
synthetic biology

Literature review and workshop assessment.

Existential Risk Persuasion 
Tournament (Karger et al. 2023)

1 percent risk of catastrophe and 1 in 10,000 risk of 
extinction from engineered pathogens by 2100

Only superforecaster estimates reported.

The researchers defined a catastrophe as >10 percent 
of the population dying within a five-year period.

The term “expected event” is to account for 
uncertainty in the origin of a pathogen (for example, 
if a panel of experts estimated a 30 percent chance a 
pathogen would escape from a laboratory, it would be 
considered 0.3 expected event).

0.68 expected event of a laboratory escape killing more 
than 1,000 people by 2050

1 expected event of a nonstate actor killing >1,000 
people, and 0.038 event of killing >100,000 by 2050 with 
a biological weapon

1 expected event of a state actor killing >1,000, and 
0.15 event of killing >100,000 by 2050 with a biological 
weapon

Sources: Original table based on the sources cited.

a. National Consortium for the Study of Terrorism and Responses to Terrorism, Global Terrorism Database (GTD), University of Maryland (accessed September 1, 2023), 
https://www.start.umd.edu/gtd/.

Box 4A.1

Examples of Global Biosecurity and Biosafety Governance Instruments

International Health Regulations. A 2005 international agreement overseen by the World Health Organization, 
which took effect in 2007, between 194 State Parties and the World Health Organization to monitor, report on, and 
respond to any events that could pose a threat to international public health (WHO 2016). Countries had until 2012 
to fully implement the regulations, but many gaps in compliance remain as of 2022.

Biological and Toxin Weapons Convention. The first multilateral disarmament treaty to prohibit an entire class of 
weapons of mass destruction upon its signing in 1972. It prohibits the development, production, acquisition, transfer, 
stockpiling, and use of biological and toxin weapons. The 185 State Parties to the convention meet approximately 
every five years to review the treaty and attempt to strengthen its relevance and effectiveness.a

box continues next page

https://www.start.umd.edu/gtd/�
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Australia Group. An informal group of countries that aim to coordinate national export control laws around chemical 
precursors and biological agents, in order to mitigate the risk of further chemical and biological weapons proliferation.b

Cartagena Protocol on Biosafety. A protocol adopted in 2000 with the aim of limiting the adverse effects of 
modified organisms on biodiversity by governing their safe handling, transport and use.c

a.	 United Nations Office of Disarmament Affairs, “Biological Weapons,” https://disarmament.unoda.org/biological-weapons/.

b.	 The Australia Group, “Fighting the Spread of Chemical and Biological Weapons: Strengthening Global Security,” https://www.dfat.gov.au​
/publications/minisite/theaustraliagroupnet/site/en/index.html.

c.	 Convention on Biological Diversity, “The Cartagena Protocol on Biosafety” (accessed April 27, 2023), https://bch.cbd.int/protocol/.

Box 4A.2

Multilateral Initiatives and Global Bodies Working on the Management of Biosafety and Biosecurity Risks

Global Health Security Agenda. A partnership of more than 70 countries that matches donors with recipients to 
accelerate capacity-building efforts to improve countries’ resilience to emerging infectious disease threats. It has a 
specific focus on whole-of-government national biosafety and biosecurity capacity building.a

Global Partnership Against the Spread of Weapons of Mass Destruction. An international forum that coordinates 
projects to prevent chemical, biological, radiological, and nuclear terrorism and proliferation. The partnership’s 
Biosecurity Working Group focuses on implementing projects to combat biological weapons proliferation, including 
the Signature Initiative to Mitigate Deliberate Biological Threats in Africa.b

Global Preparedness Monitoring Board. An independent monitoring and accountability body to ensure robust 
preparedness for global health crises, including emerging infectious disease threats.c

International Experts Group of Biosafety and Biosecurity Regulators. A group composed of biosafety and 
biosecurity regulatory authorities from 11 member countries. It provides a forum for the sharing of best practices for 
overseeing biosecurity issues involving human and zoonotic pathogens.d

Biosafety Level 4 Zoonotic Laboratory Network. A network of public health and animal organizations across five 
countries—Australia. Canada, Germany, the United Kingdom, and the United States—established to respond to 
emerging high-consequence biological threats and facilitate international partnerships.e

ABSA International. An association of biosecurity and biosafety professionals that runs events and credentialing 
courses and publishes the journal Applied Biosafety.f

International Federation of Biosafety Associations. A nongovernmental organization of regional and national 
biosafety associations that runs certification courses, a mentoring program, and a conference.g

a.	 US Centers for Disease Control and Prevention, “What Is the Global Health Security Agenda?” https://www.cdc.gov/global-health/topics​
-programs/global-health-security.html.

b.	 Global Partnership Against the Spread of Weapons and Materials of Mass Destruction, “About Us,” https://www.gpwmd.com.
c.	 Global Preparedness Monitoring Board, https://www.gpmb.org.
d.	 International Experts Groups of Biosafety and Biosecurity Regulators, https://iegbbr.org/.
e.	 Government of Canada, “Biosafety Level 4 Zoonotic Laboratory Network,” https://inspection.canada.ca/science-and-research/science​

-collaborations/biosafety-level-4-zoonotic-laboratory-network/eng/1597148065020/1597148065380.
f.	 ABSA International, “Who We Are,” https://absa.org/about/. 
g.	 International Federation of Biosafety Associations, https://internationalbiosafety.org/.

Box 4A.1  Examples of Global Biosecurity and Biosafety Governance Instruments (continued)
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NOTES

1.	 Refer also to National Consortium for the Study of Terrorism and Responses to Terrorism, 
Global Terrorism Database (GTD), University of Maryland (accessed September 1, 2023), 
https://www.start.umd.edu/gtd/.

2.	 The study defined “catastrophe” as more than 10 percent of the population dying as a 
result of the event.

3.	 United Nations Office of Disarmament Affairs, “Biological Weapons,” 
https://disarmament.unoda.org/biological-weapons/.

4.	 A “whole-of-government” approach is defined as “one in which public service agencies 
work across portfolio boundaries, formally and informally, to achieve a shared goal and an 
integrated government response to particular issues” (WHO 2015).

5.	 International Gene Synthesis Consortium, https://genesynthesisconsortium.org/.
6.	 Refer also to Johns Hopkins Center for Health Security, “Our Work: Tabletop Exercises,” 

https://centerforhealthsecurity.org/our-work/tabletop-exercises.
7.	 World Health Organization, Global Outbreak Alert and Response Network, https://goarn​

.who.int/.
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