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ABSTRACT 

Infectious disease epidemics, disasters, and other public health emergencies are 
recurring globally with increasing frequency and complexity. Known ecological and 
anthropogenic drivers of epidemic risks offer opportunities to better predict hot 
spots and cycles of pathogen (re)emergence, deploy preventive and risk mitigation 
measures, enhance surveillance for early warning, and target response capacities 
to more effectively avert and rapidly control outbreaks before they become large 
and disruptive. Countries must prioritize surveillance strengthening efforts using 
assessments of risks, capacity, and performance before and during emergencies to 
build their subnational and national capacities. Moreover, investments are warranted 
in decision-making—by systematically strengthening surveillance and collaboration 
among diverse stakeholders to enhance the availability of public health intelligence 
for action. Such investments may be aided by incentivizing and systematically 
conducting independent cost analyses of surveillance systems. Ensuring the 
communication of timely, contextualized, and interpreted data and information to 
decision-makers can markedly improve the effectiveness and efficiency, and mitigate 
the unintended negative impacts of prevention and control measures.

INTRODUCTION

The COVID-19 (coronavirus) pandemic had a devastating impact on all societies. 
Analyses suggest that excess mortality ranged from two to four times reported 
confirmed deaths, resulting in over 28 million excess deaths during 2020–23 
(Giattino et al. 2020). Estimated impacts on the global economy amount to 
tens of trillions of dollars (Cutler and Summers 2020; Vardavas et al. 2023; 
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World Bank 2022), in addition to disruptions to education and climate action as well 
as exacerbated levels of poverty and humanitarian needs, which disproportionately 
affected low- and middle-income countries (LMICs) and vulnerable communities 
globally.

The COVID-19 pandemic, however, also resulted in many public health 
successes. It galvanized global actors to develop, test, and manufacture vaccines 
against SARS-CoV-2 in record time, which yielded an estimated US$155 billion 
in cost savings through infections and deaths averted by September 2021 (Yang 
et al. 2023). It highlighted the opportunity to leverage ongoing global changes 
to combat emergencies, such as increasing digital connectivity and declining 
genomic sequencing costs to track the emergence of SARS-CoV-2 variants, and 
unprecedented global sharing of sequences and other data for public health 
benefit (ITU 2022).1 Moreover, it brought about a renewed programmatic focus 
on strengthening global public health security to become more resilient to health 
emergencies (WHO 2023f).

The COVID-19 pandemic should not be viewed as an isolated event. Rather, it 
occurred in the context of a worrying pattern of concurrent epidemics, disasters, 
conflicts, resource insecurity, and other major emergencies that are occurring 
with increasing frequency and complexity (WHO 2023c). Trends suggest a 
future marked by more extensive insecurity—the number of people forced to 
flee their homes in 2021 was double that from a decade prior (UNHCR 2023). 
Recent responses to outbreaks of cholera (Charnley et al. 2022) and Ebola virus 
disease (Jombart et al. 2020) exemplify the role conflict and insecurity play 
in the frequency and prolongation of emergencies. Health impacts of climate 
change are surging, resulting in more frequent and severe extreme weather 
events, accelerated spread of infectious diseases, and other tolls devastating lives 
and livelihoods (Romanello et al. 2023). Moreover, emergencies occur amid an 
increasing burden of chronic diseases that draw upon the same limited health 
care and public health resources. In the absence of collective and coordinated 
action to address these challenges, a vicious cycle of compounding impacts of 
concurrent public health emergencies is likely, and the strain placed on local 
and global resources will progressively erode the provision of adequate measures 
required to respond effectively to future crises, in turn intensifying their impacts. 
For example, disasters due to strong storms cause displacement, resulting in 
outbreaks among vulnerable populations, many of whom have noncommunicable 
diseases, leading to worse outcomes. Preparedness must be an integrated 
approach to address the multipronged needs.

Rapid identification and response to emerging epidemics can potentially avert 
localized outbreaks or prevent them from becoming global pandemics. Averting 
outbreaks and pandemics, and minimizing impacts when they inevitably occur, 
requires establishing robust and flexible collective capacities before the onset of 
an event. Yet investment in prevention, preparedness, early detection, response 
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and control, and recovery, with good public health decision-making throughout, 
presents a paradox. That is, when these public health objectives (further explained 
in figure 5.1) are successfully met, the true and perceived risks associated with the 
epidemic are diminished, making cost savings difficult to demonstrate. This paradox 
presents an ongoing challenge to economies when faced with sizable costs of health 
emergency preparedness and competing demands. One systematic review of studies 
in the last two decades found that improving health emergency preparedness 
alone required sustained annual investments ranging from US$1.6 billion among 
LMICs to US$43 billion worldwide (Clarke et al. 2022). A recent World Health 
Organization (WHO)–World Bank estimate found that financing effective health 
emergency preparedness will require approximately US$30 billion per year, with a 
funding gap of US$10 billion per year (WHO 2023f).

This chapter outlines key considerations for strengthening early detection, control, 
and preparedness for epidemics, pandemics, and other emergencies. It discusses 
drivers of risks that may be opportunistically leveraged to inform proactive 
protection measures, outlines key global frameworks guiding the public health 
sector, and presents a case for enhanced investment in tools for decision-making to 
strengthen health emergency preparedness, response, and resilience.

Figure 5.1  Epidemic Phases and Associated Activity 

Pre-event
phase

Alert and
event phases

(response)

Post-event phase
(transition)

Prevention: Activities and measures to lower existing and emerging health 
emergency and disaster risks. 

Preparedness: Knowledge and capacities developed by governments, 
response and recovery organizations, communities, and individuals to effectively 
anticipate, respond to, and recover from the impacts of likely outbreaks or 
disasters. 

Detection (early warning): The rapid detection of signals that may indicate 
potential acute public health events, which in practice forms part of an organized 
early warning, alert, and response mechanism of systematic detection, triage, 
verification (including outbreak confirmation), and communication, linked to an 
immediate public response. 

Response: Any public health action triggered by the detection of a public
health risk. May include intervention strategies targeting the following:
• Containment: Aimed at minimizing the risk of transmission from infected

to noninfected individuals in order to stop an outbreak. 
• Mitigation: Aimed at slowing the disease and reducing morbidity and mortality 

and associated demand on health care resources. 

Recovery: The restoring or improving of livelihoods and health, as well as 
economic, physical, social, cultural, and environmental assets, systems, and 
activities, of an emergency-affected community or society, aligning with the 
principles of sustainable development and build back better, to reduce
disaster and outbreak risks.

Sources: Adapted from OECD 2020 and WHO 2020.
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UNDERSTANDING DRIVERS OF EPIDEMIC AND PANDEMIC RISK TO 
PREDICT RISK AND STRENGTHEN SURVEILLANCE 

The public health risk related to infectious disease outbreaks is a function of the 
characteristics of the pathogen (severity and potential for spread), the probability of 
exposure, and the context in which they emerge—particularly the vulnerability of 
the population and the local public health response capacity (Poljanšek et al. 2018). 
The public health risk from an epidemic often increases with the presence of other 
hazards because of a combination of overstretched response capacities and increased 
population vulnerability. This section highlights an exemplary subset of ecological 
and anthropogenic drivers of pandemic risk, and it demonstrates how our scientific 
understanding of the impact of these drivers offers opportunities for improvements 
to public health surveillance and response.

First, among other impacts on health, global climate change intensifies zoonotic risk 
through changes in the ecology of animal reservoir hosts and vector populations 
(Thomson and Stanberry 2022), further increasing the frequency of cross-species 
virus transmission in a growing number of geographic regions (Carlson et al. 2022). 
Studies have underscored the intricate relationships between climatic dynamics—
such as seasonal variations in temperature and precipitation, or larger-scale climatic 
phenomena like El Niño—in the emergence and spread of Lassa fever, Rift Valley 
fever, or cholera, for example (Jutla et al. 2013; Redding et al. 2017; Redding et al. 
2021). Moreover, land use changes (for example, deforestation and urbanization) 
may increase the proximity between humans and potential or known environmental 
reservoirs of infectious diseases, and the risk of spillover (cross-species) transmission 
events (Gibb et al. 2020; McKee et al. 2021; Redding et al. 2019).

Understanding these risks, and how they drive epidemics, can lead to more targeted 
and anticipatory approaches to disease surveillance and forecasting, better define 
risk and potential hot spots based on proxy variables, and better target surveillance 
and prevention activities in the most vulnerable areas and communities. Examples 
include adoption of climate models to predict and enhance early warning for 
zoonotic and vector-borne diseases (Caldwell et al. 2021; Lotto Batista et al. 2023), 
as well as the use of animal populations as sentinel surveillance systems for diseases 
like West Nile virus (Gossner et al. 2017).

Second, the increasingly interconnected world facilitates the spread of infectious 
diseases (Tatem, Rogers, and Hay 2006). Urbanization and population movement 
amplify epidemic risk of certain pathogens and the potential for rapid global 
dissemination of pathogens. During the COVID-19 pandemic, population density was 
a significant driver of transmission intensity (Rader et al. 2020). As such, population 
mobility data (for example, from air traffic, cell phone usage, and traveler screening) 
provide opportunities for innovative, data-driven approaches to improve epidemic 
risk prediction, such as predicting risks posed by a local event on other geographic 
regions, monitoring the importation of novel SARS-CoV-2 variants, or reconstructing 
transmission dynamics in settings with otherwise limited surveillance (Chang et al. 
2021; Kahn et al. 2019; Kucharski et al. 2023; Oliver et al. 2020; Sharma et al. 2023).
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Third, the contexts created by humanitarian crises often amplify epidemic 
risks. Examples include factors that increase risk of pathogen emergence and 
transmission (for example, high population density, poor shelters and sanitation, 
and disruptions to routine vaccinations or vector control), and severity (for 
example, due to underlying malnutrition or limited access to treatment) (Jones 
et al. 2008). In the Republic of Yemen, for example, conflict, destruction of 
infrastructure (such as health, water, or sanitation), chronic malnutrition, 
displacement, and overcrowding, among other factors, have fueled the largest 
cholera outbreak in recorded history (Federspiel and Ali 2018). As such, 
ensuring adequate epidemic surveillance and response in humanitarian settings 
is paramount to reduce the risk of excess mortality and morbidity in already 
fragile populations, and beyond. These measures include the development 
of community-based early warning systems (Kongelf et al. 2016; Ratnayake 
et al. 2020), supported by agile digital solutions of reporting and monitoring—
for instance, WHO’s Early Warning Alert and Response System to establish 
surveillance and response activities in difficult and remote settings without 
reliable internet and electricity.

Fourth, immunity gaps increase the risk of vaccine-preventable disease outbreaks 
(Abubakar et al. 2019; Dureab et al. 2019). Monitoring of vaccination coverage 
and key influences on vaccine uptake (for example, sociocultural factors and a 
population’s ability to access vaccines) is essential not only to improve routine 
vaccine coverage but also to understand and predict epidemic risks and mobilize 
strategies and resources for prevention and mitigation. Capturing data at the local 
level is important because, even in highly vaccinated settings, epidemics of vaccine-
preventable diseases are often driven by local clusters of unvaccinated individuals 
(Masters et al. 2020).

These risks frequently compound. For example, humanitarian crises often 
exacerbate the risk of measles outbreaks and other vaccine-preventable diseases 
such as diphtheria by creating immunity gaps (Lam, McCarthy, and Brennan 2015). 
Disruptions to routine health services during conflict and displacement often result 
in suboptimal vaccination coverage, and conditions such as overcrowding, poor 
sanitation, and malnutrition enhance transmission and severity. This susceptibility 
is further complicated by limited health care infrastructure in crises, with limited 
surveillance, delayed case detection, and insufficient response capacities potentially 
leading to higher-than-typical morbidity and mortality (Kouadio, Kamigaki, and 
Oshitani 2010).

In contexts of past and ongoing outbreaks and limited historical data, serological 
surveillance or surveys are useful tools to better understand population immunity 
profiles and associated factors (such as community trust in vaccines), enhance risk 
prediction, and inform targeted interventions. For example, serological surveillance 
has been used throughout COVID-19 to predict the size of peaks driven by a novel 
variant (Buss et al. 2022) as well as to inform relaxation of imposed control measures 
(Kraay et al. 2021).
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FRAMEWORKS FOR STRENGTHENING GLOBAL HEALTH SECURITY

The International Health Regulations (IHR) have formed a normative basis for 
global health security implementation since their introduction in 1969. They provide 
a legally binding agreement among 196 countries to develop, maintain, and monitor 
implementation of capacities to prevent, detect, and respond to public health threats, 
as well as to report these events to WHO (WHO 2016). Born out of response 
to deadly epidemics, the IHR have undergone numerous revisions prompted by 
increasing risks of disease (re)emergence with international travel and trade, as well 
as global events such as the SARS (severe acute respiratory syndrome) epidemic in 
2003 and, most recently, the COVID-19 pandemic.

The IHR further require State Parties’ self-assessment annual reporting, with reports 
supplemented by tools including Joint External Evaluations, simulation exercises, 
after-action reviews, and independent measures (for example, the Global Health 
Security Index), all geared toward assessing country-level preparedness and informing 
strategies to develop capacity and improve compliance with the IHR. The COVID-19 
pandemic, however, highlighted limitations of these accountability mechanisms, which 
primarily rely on static capacity measures rather than evaluating the functionality of 
systems under real-world conditions. Research investigating the correlation between 
preparedness measures and actual population health outcomes has yielded inconsistent 
results, which may partly be attributed to the sensitivities in model parameters applied 
and the inherent unpredictability of factors, such as sociopolitical influences, that 
affect the translation of preparations into a robust response during an emergency 
(Bollyky et al. 2022; Ledesma et al. 2023; NTI and Johns Hopkins Center for Health 
Security 2021; Nuzzo and Ledesma 2023). One study found that higher Joint External 
Evaluations scores were associated with significantly fewer overall communicable 
disease deaths, but not fewer COVID-19 deaths (Jain et al. 2022).

Despite their importance as a tool to help countries develop capacity-building 
plans, and despite their revisions during the COVID-19 pandemic, the Joint 
External Evaluations are not designed to predict future performance in pandemics. 
Such static measures of capacity provide only one dimension for informing risk 
assessments. As outlined in the previous section, other highly variable dynamics 
of risk include the hazard, probability of exposure, and, perhaps most dynamically, 
vulnerability of individuals, communities, systems, and assets. The triangulation 
of data across these dynamics provides the means for informing investments to 
best tackle recurring threats such as pandemics through not only boosting systems’ 
capacities but also reducing population vulnerabilities and exposures to hazards.

Accountability challenges persist for ensuring the timeliness of detection and 
response. Because of the difficulty in generating counterfactual data on epidemics 
averted, evaluating the effectiveness of surveillance systems and investigations is 
challenged by a lack of clear outcome measures. In this context, there has been an 
increased focus on the promise of timeliness metrics, indicating rapid detection and 
response to emerging threats as a performance metric of public health surveillance 
systems, as well as a quality improvement framework (Frieden et al. 2021). 
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The “7-1-7” target, shown in figure 5.2 and used increasingly to assess country 
performance in real-world conditions, identifies bottlenecks to rapid detection, 
notification, and early response (Bochner et al. 2023). Using this approach, countries 
have begun to use systems analyses for outbreaks that were successfully contained and 
to identify bottlenecks for larger events to inform systems improvement. As opposed 
to the aforementioned regulatory performance assessments, the 7-1-7 target can be 
integrated into functional assessments or “early action reviews” to align stakeholders 
during the emergence of outbreaks, and to inform targeted measures to prevent and 
mitigate the impacts of new epidemics and pandemics (Mayigane, Vedrasco, and 
Chungong 2023). Similarly, after-action reviews have demonstrated potential to assess 
the what, how, and why of a response to real-world events; identify best practices and 
challenges encountered; and propose mid- and long-term actions for improvement.

The Independent Panel for Pandemic Preparedness and Response and the IHR 
Review Committees stressed the importance of new assessments and tools that assess 
operational capacities in real-world stress situations (IPPPR 2023).2 Furthermore, 
numerous independent performance assessments emphasize the need for more 
predictable and sustainable financing at the international and national levels, as well 
as stronger frameworks to address international cooperation (WHO 2021b).3 Notable 
steps made toward these goals include the launch and ongoing implementation of a 
framework for strengthening health emergency prevention, preparedness, response, 
and resilience (HEPR). The HEPR framework addresses governance, systems, and 
financing issues noted during the COVID-19 pandemic, and offers prioritized solutions 
(WHO 2023f). Although HEPR addresses all hazards, the solutions proposed are 
echoed in disease-specific preparedness and surveillance strategies, including current 
implementation plans for the Pandemic Influenza Preparedness Framework and the 
associated Global Influenza Surveillance and Response System (WHO 2023e).

Success of these initiatives, however, depends on overcoming numerous challenges. 
These challenges include delivering and sustaining increased domestic financing 
to achieve goals set out under national action and investment plans, ensuring 
stronger alignment of international financing to support national aspirations more 
synergistically and equitably, and addressing financing mechanisms to improve the 
scale and speed to access finances for the deployment of large-scale operations and 
medical countermeasures during emergencies (refer to the policy considerations 
section later in this chapter).

Figure 5.2  The 7-1-7 Timeliness Metrics and Targets for Detection, Notification, and 
Response Related to Public Health Events
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Source: WHO 2023d.
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INVESTMENT IN TIMELY PUBLIC HEALTH DECISION-MAKING 

Substantial data show the health and economic benefits of public health 
interventions during emergencies (Juneau et al. 2022). The availability of data 
and information before and during an epidemic can markedly improve the 
efficiency of prevention, preparedness, and control efforts by informing the 
choice, timing, targeting, and impact monitoring of interventions, among other 
benefits. For example, many diseases can cause acute watery diarrhea clinically 
indistinguishable from that caused by cholera, but the appropriate application 
of surveillance and diagnostic tests can enable targeting of cholera-specific 
vaccinations, leading to sizable cost savings (Hampton, Johnson, and Berkley 
2022; Lee et al. 2019; Xu et al. 2024).

It is also well established that timely detection of outbreaks can allow more effective 
and efficient implementation of measures to contain an outbreak compared to 
delayed detection and the ensuing costly response. For example, of 12 Ebola virus 
disease outbreaks detected during 2013–22, the 9 outbreaks confirmed within 
33 days were contained to less than 150 cases each. In contrast, the 2013–16 
West Africa outbreak, confirmed 110 days after its start, caused 28,610 reported 
cases and cost international donors alone at least US$1.8 billion. The 2018–20 
outbreak predominantly in eastern provinces of the Democratic Republic of Congo 
was confirmed 93 days after its start, caused 3,470 reported cases, and committed 
funding from international donors ranging from US$730 million to US$1.18 billion 
(Hampton et al. 2023; Zeng et al. 2023).

A recurring example is the identification and response to novel influenza 
subtypes in animals, resulting in an interruption of transmission among the 
animal population before the first human cases have been detected (Lee et al. 
2017). Moreover, outbreaks of Rift Valley fever have demonstrated the value of 
intersectoral information sharing and response to zooneses, with early detections 
in animal populations providing an opportunity for preventive interventions, 
enhanced clinical care, and timely response to mitigate human infections (Archer 
et al. 2013). Such events exemplify the critical need to apply a One Health 
approach in identifying and responding to disease threats in people, animals, and 
plants, with international calls to integrate or interconnect systems and responses, 
and institutionalize a collaborative effort to disease control (Hayman et al. 2023; 
WHO 2023b).

A key remaining challenge is the generation and provision of timely and 
adequate information to appropriate decision-makers to prevent infectious 
disease outbreaks from becoming catastrophic events (Lipsitch and Santillana 
2019; Tan 2006). Adequately answering the diverse array of questions that 
arise—both in routine monitoring of prioritized public health hazards and 
risks and throughout the course of an epidemic—requires a range of data. On 
a routine basis, surveillance supports, for example, monitoring and assessment 
of endemic disease trends, health care and preventive service provision and 
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resource use, and aberration detection for events of potential clinical or 
public health importance. Countries typically achieve these aims by deploying 
a variable array of surveillance methods designed to generate data on the 
occurrence of a health-related event within human and animal populations, as 
well as the environment around them, through established systems and chains 
of communication, coupled with secondary analyses of administrative and 
other existing data (figure 5.3).

At the onset of an epidemic, when containment is most feasible and cost-effective, 
the deployment of the most appropriate set of interventions depends on sufficient 
insights into the causative pathogen and its epidemiological characteristics; the 
burden and spread within the affected population, and associated health and 
socioeconomic impacts; an understanding of community enablers of (or barriers to) 
effective epidemic control; and any major uncertainties across these variables. As the 
epidemic progresses, there is a need to continuously monitor for major changes 
in these and other parameters, to assess the impacts of interventions to adjust 
and better target control strategies, and to continuously right-size these strategies 
to maximize their impact while minimizing adverse effects on individuals and 
societies.

Figure 5.3  Simplified Diagram of Data and Information Flow in Public Health Surveillance Systems
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• IHR reporting and information sharing among National IHR Focal Points 
• Monitoring open sources (for example, media, social media)

Environment and communities 

Government and regulatory bodies

Primary level (for example, district health
department, public health units)

Secondary level (for example, provincial
or state health department)

Tertiary (for example, federal health
department, national public health agencies) 

• Notifiable conditions registries 
• Participatory (for example, self-reporting platforms, hotlines) 
• Vaccination registries and vaccine stock monitoring 
• Monitoring open sources (for example, media, social media) 
• Vital statistics registries (for example, births, deaths) 
• Cross-border surveillance 

• Laboratory-based (for example, positive tests for notifiable
 conditions, antimicrobial resistance monitoring) 

• Sentinel sites (for example, syndrome monitoring and sampling
 in GP practices) 

• Health care and admissions records 
• School/workplace absenteeism monitoring 
• Animal health (for example, livestock monitoring) 
• Water quality and food safety monitoring 

• Event-based (for example, community health workers and
    volunteer reporting) 
• Wildlife (for example, mosquito and migrant bird monitoring) 
• Technology-based (for example, remote sensing, wearable devices)

International (WHO, regional
centers for disease control) 

Facilities
(for example, health centers, laboratories,

schools, workplaces, prisons, farms, utilities) 

Source: Original figure for this publication. 

Note: GP = general practitioner; IHR = International Health Regulations; WHO = World Health Organization.
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National and subnational governments are primarily responsible for establishing 
and managing a suite of surveillance systems to address these diverse information 
needs while generating or digesting information from other sources (for example, 
special studies, outbreak investigations, and research) to fill information gaps. 
In the public health sector, this responsibility typically rests with ministries or 
departments of health that are variably supported by national public health 
agencies, other government sectors, academia, nongovernmental and civil society 
organizations, public and philanthropic funders, foreign governments, and regional 
and international organizations and agencies. These authorities and partners must 
collectively operate and flexibly apply a wide range of surveillance systems to 
address evolving information needs during and outside of public health emergencies 
(figure 5.4).

Figure 5.4  Variability and Relative Importance of Different Data and Surveillance Types for Meeting Emergency 
Preparedness and Response Objectives over the Course of an Epidemic

Primary emergency functionsData/surveillance types Pre-event
phase 

Alert
phase Event phase Post-event

phase Setting

Notifiable disease reporting
(routine monitoring) Early warning, trend monitoring H, L

Event-based surveillance Early warning (alert, during/
post-event) H, C

Environmental surveillance
(including wastewater) Early warning (alert, post-event) E

Animal surveillance Early warning (alert, post-event) E

Health care facility monitoring
(for example, usage, capacity) Trends and severity monitoring H

Genomic surveillance Trend monitoring, pathogen
characteristics L

Social contact data (contact
tracing, mobility data, and so on)

Intervention monitoring,
transmission risk C

Relative importance of data/surveillance types 

LowHigh 

No. of cases

Date of onset

Source: Original figure created for this report.

Note: Data/surveillance types listed are illustrative and nonexhaustive; many other approaches typically exist in countries. The assigned relative importance, 
primary functions, and settings relate to the outputs and decision themes that each surveillance type may be best placed to inform in or around an epidemic. 
Surveillance serves many other primary and complementary objectives for both routine monitoring and emergency response, and their relative importance in any 
given phase is highly variable across different pathogens and contexts. C = community; E = environment; H = health facilities, L = laboratories.
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At face value, the task of collecting, analyzing, and interpreting data from multiple 
sources, and communicating health intelligence, appears simple. In most countries, 
however, public health surveillance comprises a complex array of systems that 
have evolved organically over many decades. Health authorities must contend with 
fragmented and sometimes duplicative and inflexible systems, often characterized by 
independent silos of unlinked activity across administrative levels, diseases, sectors, 
and organizations, with most funding earmarked to deliver against a narrow set of 
surveillance objectives for specific diseases (Choi 2012).

Addressing systems’ fragmentation is critical for improving the timeliness and 
robustness of information available to inform early outbreak detection and control. 
For over 20 years, strategies for Integrated Disease Surveillance and Response 
(IDSR) have been prioritized internationally and have demonstrated mixed successes 
in LMICs (Mremi et al. 2021). The COVID-19 pandemic brought renewed attention 
to the need to specifically enhance collaboration across the surveillance landscape 
to address diverse decision-maker needs—termed “collaborative surveillance” 
(WHO 2023b). The collaborative surveillance approach encompasses prioritizing 
One Health systems to more cohesively address drivers of disease emergence and 
surveillance opportunities at the human-animal-environment interface (Hayman 
et al. 2023). The degree of local application of these global strategies is also context-
dependent, and local human, animal, and environmental health authorities must 
ultimately choose the suite of surveillance approaches and capacities that best 
address decision-making needs in their local context.

Beyond the specific technical and contextual considerations, domestic financing 
and international investor interests heavily shape the ultimate design of a country’s 
surveillance systems. Moreover, a tendency exists for individual surveillance 
systems to overstate their utility and attract investment in limited objectives without 
considering opportunity costs to other systems, and risking data gaps to address 
this and other critical surveillance objectives. This practice can result in a lack of 
(or, worse, misleading) information for making decisions and taking actions at 
different phases of emergencies. This chapter, therefore, stresses the need for a more 
holistic outlook on the impacts of investments in surveillance capacities and offers 
several considerations for strategic improvement (box 5.1).

Surveillance is incomplete without coordinated, multisectoral public health 
action. Public health emergency operation centers serve as a crucial hub for 
information exchange and resource coordination (WHO 2015). The establishment 
of these centers at both national and subnational levels facilitates the timely 
triangulation and use of data from various sources, interconnected with response 
mechanisms (Balajee et al. 2017; Oyebanji et al. 2021). However, numerous 
countries face challenges in fully operationalizing such centers, in part because of a 
disproportionate focus on physical infrastructure, often at the expense of other vital 
investments such as the development of robust legal and governance frameworks 
(Elmahal et al. 2022).
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Box 5.1 

Consideration for Critical Design and Appraisal of Surveillance Investments

•	 Define use cases and work backward. Addressing this full range of informational needs requires an appropriate 
mosaic of surveillance approaches, with strong coordination and collaboration between systems and their 
curators. This desired mosaic of many data sources must, however, be balanced against the resource requirements 
and overheads inherent in maintaining and coordinating across multiple surveillance workflows; accordingly, it 
requires prioritization and organizational design of surveillance to maximize both impact potential and efficiency. 
Strategic investments in systems thinking approaches carry the potential to improve overall utility in informing 
public health decisions and action, for example, by defining data use cases (decision-making objectives) and 
mapping upstream data best suited to deliver against each use case.

•	 Systematically evaluate decision-making and action potential of the system. The value of public health data lies 
in their ability to inform impactful decisions and prompt action. The usefulness of collecting specific information 
depends on the costs and benefits of each option, the relevance of the data to the decision at hand, and how often 
that decision arises. Decision analysis, widely used to assess the cost-effectiveness in health care, can also be 
applied to assess surveillance systems, guide outbreak response decisions, and prioritize among different options 
for investing in improving information available for decision-making. 

•	 Assess robustness of downstream capacities to effectively use surveillance outputs. Surveillance must be 
coupled with the necessary public health intelligence capacities (skilled workforce, established systems and 
infrastructure, standardized processes, connectivity, and so on) to collate, verify, analyze, contextualize, and 
interpret information triangulated from multiple health and nonhealth sources; undertake systematic assessments 
of evolving risks; and effectively communicate findings with relevant response authorities. Efforts to strengthen 
data collection and technologies for event detection, and to enhance collaboration capacity, will be in vain if not 
met with an adequately trained workforce and established processes to transform data into actionable intelligence.

•	 Prioritize core, routine systems with the flexibility to address multiple hazards and to surge during 
emergencies. Attributes inherent in any chosen surveillance approach should inform investments in core or 
recommended approaches. Other approaches may serve to enhance surveillance when resources allow but should 
be considered secondary to ensuring the optimization of core surveillance functions. These systems should have 
flexibility to address multiple, diverse hazards (pathogens and other threats) and surge during emergencies. Such 
systems and capacities require long-term investments to become a core resource at every level of public health 
delivery and decrease reliance on contingency surveillance tools introduced midevent.

•	 Review the sufficiency of evidence on new surveillance technologies before scaling. Although investments in 
emerging technologies offer attractive opportunities to augment surveillance capacities, their introduction must 
be carefully curated. For example, wastewater and genomic surveillance, coupled with either targeted or pathogen-
agnostic laboratory investigations, have the potential for more detection of (re)emerging pathogens. Likewise, 
digital technologies (such as mobile applications, location tracking, and wearables) have the potential to augment 
traditional data collection. However, investments must be balanced against core systems while assessing how best 
to equitably operationalize these technologies in diverse contexts and evaluate the utility and cost-benefit of data 
generated relative to other approaches.
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Given the importance of timely decision-making and action in dealing with 
outbreak-prone diseases, investments can help ensure that public health decision-
making is well structured, and individuals in decision-making positions are 
competent to make decisions and plans. Notably, because of the fast-evolving 
nature of outbreaks, decisions and actions must proceed amid a degree of 
uncertainty. Delays due to indecision—for example, regarding implementation 
of outbreak responses or requests for outside assistance with responses—can 
lead to severe negative consequences in outbreak-affected communities (Hassan 
et al. 2018). Devolving decision-making to the lowest possible level can help 
address such issues, as can deliberate building and maintaining of relationships and 
processes among institutions involved with decisions and their implementation, 
such as scientific advisory groups, government ministries, and international 
organizations.

POLICY CONSIDERATIONS FOR UNDERSTANDING 
THE VALUE OF SURVEILLANCE

Amid a paucity of research and evidence on the cost-effectiveness and value of 
surveillance, there is a need for global-level investment in understanding both 
the relative value of individual surveillance approaches and the value of public 
health surveillance overall. Recent research highlights that very few economic 
evaluations of infectious disease surveillance systems have been performed 
(De Vries et al. 2021). When economic evaluations have been undertaken, they have 
overwhelmingly focused on surveillance systems for individual pathogens (Herida, 
Dervaux, and Desenclos 2016).

Multiple factors complicate economic evaluations of surveillance systems. First, 
these evaluations must consider the fact that surveillance systems operate as part 
of a package of tools. In other words, because disease surveillance’s value lies in 
improving use of medical and nonpharmaceutical interventions at a population 
level, the potential impact of surveillance must reflect and is limited by the potential 
impact of those interventions. However, economic evaluations of surveillance are 
still possible through comparisons of carefully constructed counterfactuals on 
what would happen with the use of medical and nonpharmaceutical interventions 
in the presence versus the absence of disease surveillance (WHO 2005). Especially 
for diseases that can cause socially and economically disruptive outbreaks, such 
evaluations should incorporate a social perspective.

Second, surveillance systems can potentially collect information on a range of 
diseases, with synergies across diseases for many of the system components. 
For example, a given surveillance worker with the right training can potentially 
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identify and report suspected cases of many diseases. Economic evaluations of 
surveillance systems should ideally reflect the synergies from tracking multiple 
diseases with a single system despite the increased challenges of assessing the value 
and costs of surveillance for multiple diseases instead of a single disease. Such joint 
surveillance can have potentially large economies of scope—that is, for multiple 
diseases rather than for a single disease.

Third, surveillance systems can address both diseases that occur relatively 
frequently, such as measles and cholera, and diseases that occur more rarely, such 
as novel zoonotic diseases like COVID-19. Surveillance systems can potentially 
have great value in guiding control measures for both relatively frequent and 
rare diseases, including triggering timely responses to and containment of novel 
zoonotic outbreaks, which can be devastating if not contained. However, data on the 
frequency and consequences of rare diseases and the potential impact of surveillance 
systems in their control can be relatively sparse. Nevertheless, economic evaluations 
of surveillance systems should ideally capture the value and costs of their addressing 
both frequent and rare diseases.

Despite these challenges, economic evaluations can be useful for assessing the 
value of surveillance and delineating what constitutes a menu of “best buys” for 
surveillance (Fan et al. 2023). One key lesson from efforts to control human 
immunodeficiency virus and acquired immune deficiency syndrome (HIV/
AIDS), tuberculosis, and malaria is the role and importance of expanding the 
measurement of costs and benefits of disease control efforts, including surveillance 
of these diseases, and either vertical systems (for a specific disease) or horizontal 
systems (for multiple diseases). Economic evaluations can provide assessments of 
previous investments and guide future investment decisions, perhaps most saliently 
demonstrated in the case of HIV/AIDS and the US President’s Emergency Plan for 
AIDS Relief (Ruiz 2023). In another example, an evaluation conducted in Burkina 
Faso with a focus on meningitis outcomes found that the implementation of IDSR 
had a low cost (US$$0.01 per capita) yet was associated with statistically significant 
reductions in meningitis incidence and mortality and potentially with cost savings 
(Somda et al. 2010). Given the paucity of economic evaluations of surveillance 
systems, qualitative assessments of such systems’ value, potentially relying on gray 
literature or the experience of practitioners and public health authorities, can 
be useful, but rigorous and quantitative independent assessments are preferable 
whenever possible.
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CONCLUSIONS

The concurrent occurrence of epidemics, natural disasters, humanitarian 
crises, conflicts, and other emergencies is an everyday reality faced by 
communities the world over. Further, the continued emergence of pathogens 
with pandemic potential is a certainty. The cost of indecision and inaction, 
or delayed and ill-informed actions, is great. Concerted efforts, however, can 
prevent or greatly mitigate the tremendous impacts of these events on public 
health and society.

The IHR and WHO’s HEPR framework underscore the need to strengthen national 
and local health systems to achieve global health security. Among the top priorities 
advocated is the need to strengthen surveillance capacity and collaboration among 
stakeholders to improve public health decisions. A premise of enhancing local 
(subnational) insights of evolving risks, applied to inform local decisions and local 
action, must be at the forefront of capacity development investments and activities. 
Moreover, the growing global knowledge base of the drivers of epidemic and 
pandemic risks can be operationalized to better target surveillance and preparedness 
efforts. 

Delivering the diverse and evolving information required for decision-making 
in both “peace time” and before, during, and after public health emergencies will 
require a careful selection and organization of a suite of surveillance approaches, 
interconnected with response capacities. The investment design and appraisal 
considerations outlined in this chapter can support counteracting some of the 
inherent fragmentation in surveillance systems.

There remains a pressing need to strengthen the evidence base to support best 
investments in decision-making capacities. Such strengthening should include 
systematic and independent evaluations of the effectiveness and cost-effectiveness 
of surveillance approaches, and the value of surveillance overall. High-quality 
research is vital for enhancing pandemic and epidemic intelligence, forming the 
basis for effective collaborative surveillance and informed public health decisions, 
which should consider internationally prioritized themes, such as the application 
of technologies (for example, artificial intelligence) and multisectoral approaches 
(WHO 2024).

The COVID-19 pandemic served as a stark reminder of the profound impact 
that communicable diseases can have on societies worldwide. It was, however, 
neither the final pandemic we will face nor an isolated incident—in fact, health 
emergencies are a daily reality. By strategically investing in the preparation of 
our health systems and unlocking the potential to generate and act on health 
intelligence at all levels, we can preempt epidemics and pandemics before they take 
hold, enable the early detection of emerging risks, and guide targeted response 
interventions to prevent localized outbreaks from escalating into full-blown 
catastrophes.
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ANNEX 5A. GLOSSARY

Global public health security: The activities required, both proactive and 
reactive, to minimize the danger and impact of acute public health events that 
endanger people’s health across geographical regions and international boundaries 
(WHO 2020).

Hazard: A process, phenomenon, or human activity that may cause loss of life, 
injury, or other health impacts; property damage; social and economic disruption; 
or environmental degradation (WHO 2020). Hazards may be single, sequential, 
or combined in their origin and effects, and, under the WHO classification of 
hazards, include natural hazards (biological, extraterrestrial, geophysical, and 
hydro-meteorological), human-induced hazards (technological and societal), and 
environmental hazards (environmental degradation).4

One Health: An integrated, unifying approach that aims to sustainably balance and 
optimize the health of humans, animals, plants, and ecosystems. It recognizes the 
close link and interdependence among the health of humans, domestic and wild 
animals, plants, and the wider environment (including ecosystems). The approach 
mobilizes multiple sectors, disciplines, and communities at different levels of society 
to work together to foster well-being and tackle threats to health and ecosystems 
while addressing the collective need for clean water, energy, and air and safe and 
nutritious food; taking action on climate change; and contributing to sustainable 
development (FAO et al. 2022).

Public health intelligence: A core public health function responsible for identifying, 
collecting, connecting, synthesizing, analyzing, assessing, interpreting, and 
generating a wide range of information for actionable insights and disseminating 
these insights for informed and effective decision-making to protect and improve 
the health of populations.5

Risk: The potential loss of life, injury, or destroyed or damaged assets that could 
occur to a system, society, or a community in a specific period of time, determined 
probabilistically as a function of hazard, exposure, vulnerability, and capacity 
(UN 2016; WHO 2020).

Surveillance (public health surveillance): The systematic, ongoing collection, 
collation, and analysis of data for public health purposes and the timely 
dissemination of public health information for assessment and public health 
response, as necessary (WHO 2016, 2020).

Threat: A person, place, thing, or development, or a combination of these elements, 
that can harm health security, either as a real or perceived danger (WHO 2014). 
Examples include antimicrobial resistance or environmental threats such as climate 
change. Threats can also refer to deliberate events such as an intent to release a 
hazardous substance to cause harm. Refer also to the definition of hazard.
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Vulnerability: The characteristics and circumstances (physical, social, 
economic, and environmental factors or processes) of an individual, community, 
system, or asset that make it susceptible to the effects of a hazard (UN 2016; 
WHO 2021a).

NOTES

Disclaimer: The findings and conclusions in this chapter are those of the authors 
and do not necessarily represent the official position of the organizations for 
which they work.

1.	 Refer also to National Human Genome Research Institute, “DNA Sequencing Costs: Data,” 
https://www.genome.gov/about-genomics/fact-sheets/DNA-Sequencing-Costs-Data.

2.	 Refer also to WHO, “IHR Review Committees,” https://www.who.int/teams/ihr/ihr​
-review-committees.

3.	 Refer also to WHO, “WHO Dashboard of COVID-19 Related Recommendations,” 
http://bit.ly/3MGMq3o.

4.	 United Nations Office for Disaster Risk Reduction, “Definition: Hazard” 
(accessed April 14, 2023), https://www.undrr.org/terminology/hazard.

5.	 United Nations Department for General Assembly and Conference Management, 
“UNTERM: The United Nations Terminology Database,” (accessed April 14, 2023), 
https://unterm.un.org/unterm2/en/.
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